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Abstract— There are several security threats that are not ad-
dressed or partially addressed in current link state routing proto-
col. We propose a new framework for secure link state routing pro-
tocol based on two cryptographic countermeasures: information-
level data origin authentication and information-level confidential-
ity. This new framework constructs multiple virtual trust routing
domains (VTRD) to constrain certain very “hard” security threats.
Our robustness analysis and simulations show that our framework
has practical merit.

Index Terms— Authentication, Confidentiality, Group commu-
nication, Link state routing protocol.

I. MOTIVATION

There are various types of security threats a network routing
protocol such as the link-state protocol can face. The existing
approaches address some of these threats by securing the link
state routing protocol with a certain level of authentication of
the routing information packets. Several proposals have been
done to enhance security in network routing protocol, but do
not capture many other types of vulnerability [4].

A recent survey by Papadimitratos and Hass highlights the
fact that the countermeasures proposed so far has not eradi-
cated the vulnerability of the routing infrastructure [8]. We an-
alyze the possible threats to a link state routing protocol and
corresponding cryptographic countermeasures to guard against
them. The technical details is specified in our work [4].
We classify network routing threats into five categories based
on cryptographic countermeasures and the efficiency of using
them:

1) Using packet-level authentication (PA)!. Such as out-
sider? attacks: falsification (substitution and insertion),
masquerade and overload.

2) Using information-level authentication (IA)3. Such as in-
sider* attacks: falsification (substitution, spoofing) and
repudiation (false denial of origin).

3) Using information-level confidentiality (IC)°. Such as
outsider attacks: wiretapping; insider attacks: undelib-
erate exposure.

1 Authenticating an entire routing or IP packet.

2The illegitimate devices that lie outside the link state routing security
perimeter. The security perimeter defines who are eligible network routing par-
ticipants.

3 Authenticating a piece of routing information (usually an LSA). When end-
to-end IA is provided, it is called information-level data origin authentication.

4The legitimate devices that lie inside the link state routing security perime-
ter.

5The confidentiality is provided for routing information carried by a routing
packet. Using IC, a link metric can be encrypted/decrypted by a certain group
of routers.

4) Using information-level confidentiality (IC) to limit both
outsider attacks: interference and insider attacks: Over-
load and deliberate exposure.

5) Cryptographic countermeasures can not provide protec-
tion. Such as insider insertion and stop forwarding.

We suggest that routing protocol itself should provide immu-
nity to prevent attacks from taking place in an inexpensive way.
Based on two cryptographic countermeasures, IA and IC, we
propose a new framework for secure link state routing protocol.
The framework can be of benefit for:

« Preventing attacks that are listed from 1) to 3).

o Confining attacks that are listed as 4) within a certain
range. We call this range is formed by virtual trust routing
domain (VTRD).

« Providing IA and IC that can consolidate evidence for in-
trusion detection system (IDS) to locate attack source for
some “hard” attacks.

o Providing imbedded security base (from control plane
point of view) that network services can rely on.

II. OUR APPROACH

The new secure framework is composed using multiple
VTRDs. Within a VTRD, a subset of routers construct their
own routing region. Multiple VTRDs can exist within the same
link state administrative domain. They can overlap or totally
independent. A router can only see the routing traffic pattern
within its own VIRD. The formation of VITRD can be man-
aged by network resource management (NRM) system and us-
ing two cryptographic techniques: IA and IC. These two crypto-
graphic techniques are based on symmetric key schemes, such
as HMAC [6] and AES [1], which target to reduce computation
overhead compared to asymmetric key scheme. To provide IA,
IC and also to build multiple VTRDs, a versatile group key-
ing scheme is required. Thus, we propose a novel secure group
communication keying scheme (SGCKS) [3], which is based on
hash function. Using SGCKS, a group of routers can construct
any sub-group communication within the group without collu-
sion problem.

Based on SGCKS, we propose double authentication (DA)
scheme [5]. DA is an authentication scheme that authenticates
each link state advertisement (LSA) twice, with two different
sub-group keys. One sub-group key is used by a router and its
communication adjacency and another sub-group key is used by
the sub-group containing every other group member except its
communication adjacency. Thus, an authentication chain can be
built along the propagation path of a LSA. We have found that
DA scheme to be able to prevent insider attacks (a) when there



is only one subverted router, and (b) multiple non-colluding
subverted routers, and help to detect (c) multiple colluding sub-
verted routers, but they can not partition the network.

Another application of SGCKS is IC. IC means the prop-
agated routing information is not totally understandable for a
router within the link state routing domain. Thus, the trust re-
lation is not only between two communication neighbors, but
also a sub-group of routers within the link state routing do-
main. These sub-group of routers form a VTRD. The infor-
mation availability is based on sub-group key (served as key-
encrypting key — KEK) used for particular VTRD. IC is pro-
vided during the procedures of routing data transmission and
validation; note that providing IC does not change the structure
of link state database and routing table. Since the confidential-
ity is provided based on VTRD, routers may have different view
of overall network, which is determined by how many VTRDs a
router belongs to (the technical details is specified in [4]). Note
that the NRM allocates the network resource for each VITRD,
which is a separated management system apart from network
routing within the network control plane.

III. IMPLEMENTATION ISSUES

Based on our proposed framework, the implementation is-
sues will be classified into three aspects. We describe them as
follows:

First, “What are the modifications we need to do for the ex-
ist routing protocols, for example, OSPF?” One of our design
goals is to minimize the modifications. OSPF itself has the ex-
tensibility for introducing new types of LSA [2]. The DA and
IC can be carried out through this extension. Only the exam-
ination of VTRD and corresponding sub-group key are added
into processing state machine of OSPF packet transmission and
reception. All other functions and structures of OSPF remain
the same.

Second, “Could a current generation router handle the add-
in complexity of cryptographic operations?” Note that us-
ing SGCKS will increase the memory requirement of a router.
Furthermore, signing/verifing and encrypting/decrypting opera-
tions will increase the CPU processing usage time. Based on the
robustness analysis and simulations presented in [4], we show
that memory overhead is reasonable for practical use. In order
to reduce the computation overhead, we suggest using symmet-
ric key scheme instead of asymmetric key scheme. For current
size of link state routing domain and the number of LSAs, the
CPU usage time will not exceed the CPU usage time proposed
by shortest path algorithm, which is considered to be the CPU
computation bottleneck of a router.

Third, “Would the new framework change the operational
process of network routing and data packets forwarding?” Al-
though multiple VTRDs exist within a link state routing do-
main, the fundamental routing process and the overall routing
administration domain remain unchanged. Each router main-
tains a single link state database and the link capacity is accu-
mulated view for all VTRDs. NRM will take the responsibility
to forward the data traffic based on the routing table. Multiple
VTRDs require that the network has link bandwidth manage-
ment capability (note that the current best-effort network may
not have this ability).

IV. RESEARCH PLAN 2

Our research plan includes two parts, namely, road map and
open issues. We discuss each of them accordingly.

A. Road Map

We propose a three-stage research plan for secure link state
routing protocol. The first stage is to collect security issues
regarding to link state routing protocol and other corresponding
network supporting systems. In this stage, the fundamental link
state routing vulnerability analysis, threats categorizations and
possible countermeasures are investigated.

In the second stage, based on the investigation of first stage,
a possible secure link state framework is proposed and corre-
sponding security analysis, simulations are processed to vali-
date the proposal.

Finally, in the third stage, we investigate the implementation
issues to make our approach practical.

Currently, we are in the middle of the second and third stages.

B. Open Issues

We have proposed a secure framework for link state routing
protocol. The original work is targeted to provide protections
for link state routing protocol and routing information. But,
the new framework will also come up with many other add-in
issues related to rest of exist network components. Here, we list
two obvious ones.

« Network stability issue: based on our new proposed frame-
work, each router may have different view of network
topology and traffic allocation pattern. Would this will
cause instability of network traffic forwarding?

« Network service supporting issue: multiple VIRD is orig-
inally designed to limit threats within a certain range (or
level). The network resource is allocated through NRM in
a static centralized control fashion. How to make multiple
VTRDs support multiple network services distributively
and/or dynamically?
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