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ABSTRACT

Measuring communication anonymity (e.g., unlinkability)
of mobile wireless ad hoc networks is a critical but still un-
solved problem. In this paper, we present a theoretic model
for unlinkability measure in mobile ad hoc networks. In our
approach, we consider evidence as measurements (e.g. packet
count), which is used in this paper to build our unlinkability
measuring models. Our approach is based on evidence theory,
where the basic measuring component is “set”. We present
theoretical models to evaluate end-to-end unlinkability mea-
sure, single path unlinkability measure, and system unlinka-
bility measure. We present two techniques to show the qual-
ity of an unlinkability measure. Finally, we conduct simula-
tion studies to illustrate the use of our unlinkability evaluation
models.

1 Introduction

To measure anonymity performance of an anonymous com-
munications, information theoretic models are prevalent among
all existing unlinkability measuring models (such as [1]–[3])
due to its simplicity and broad applicability to many anony-
mous systems. Information theoretic models are built on prob-
ability theory and are suitable for statistical unlinkability anal-
ysis and evaluations [4]. However, in mobile wireless sys-
tems, probability theoretic models have some restrictions to
measure anonymity performance based on fuzzy information.
Therefore we propose a more general mathematical model for
unlinkability evaluation based on evidence theory.

Probability theory is a branch of evidence theory, while ev-
idence theory is, in turn, a branch of fuzzy measure theory. In
evidence theory, given a universal set X, the belief measure
Bel : P(X) → [0, 1] denotes the lower bound of an unlinka-
bility measure [5]:

Bel(V) =
∑

U⊆V

p(U) = 1−
∑

U*V

p(U), (1)

where p(U) is the basic probability assignment for the evi-
dence given in U. In (1), only if the evidence U is a subset of
V, will it be counted as the evidence supporting the claim V.
Note that if V is singleton, we have Bel(V) = p(V) where
p(V) is the probability assignment of the singleton V and a
belief measure is reduced to a probability measure. Compared
to the probability theory, the basic element in evidence theory
is a set. Every set is crisp and the issue is the likelihood of
membership in each of these sets of an object whose char-
acterization is imprecise and, possibly, fuzzy. This property
perfectly fits into the wireless communication system.

In this paper, we firstly introduce evidence theory for un-
linkability measure in mobile ad hoc networks. We present a
systematic approach to demonstrate how evidence theory can
be used for unlinkability measure. The proposed evidence-
based solutions deal with set involvement inferences by using
various evidence-based measurements, such as belief mea-
sure, plausibility measure, etc [6]. In particularly, we pro-
pose a new concept “BP ” unlinkability measure which is a
compromised evaluation of two extreme evaluations, i.e., be-
lief measure (lower bound) and plausibility measure (upper
bound). In addition, we present theoretical models to eval-
uate end-to-end unlinkability measure, single path unlinka-
bility measure, system unlinkability measure, amplification
measure, and KL measure [7]. Finally, we present a compar-
ative simulation studies to illustrate the use of the proposed
models and conclude unlinkability findings. Our research
aims to provide a more general methodology for unlinkability
measure. As we described previously, evidence theory is the
generalized version of probability theory. It can be reduced to
existing probability theory-based measure. We hope our pro-
posed research will build a general traffic analytical model to
evaluate unlinkability in communication systems.

Our paper is arranged as follows: in section 2, we present
the assumptions and definitions ; in section 3, we propose
the evidence theory based unlinkability measure for mobile
ad hoc networks; in section 4, we describe how to evaluate
an unlinkability measure; in section 5, we perform a simula-
tion study to estimate the unlinkability of an MANET using
the proposed unlinkability measure; finally, we conclude our
work in section 6.

2 Assumptions and Definitions

In this section, we present the assumptions and definitions
to be used in the proposed unlinkability measure.

2.1 Assumptions

The following capabilities of wireless signal detectors are
assumed: (a) they can detect, capture, and monitor the traffic
transmitted within a wireless communication system, how-
ever they cannot decrypt the content of captured frames; (b)
they are silent (passive) observers without injecting frames
or interrupting frame transmissions; (c) they can locate wire-
less stations and trace their movements; (d) they can detect
the wireless signal transmission power and transmission di-
rections at any given location, i.e., they can locate the sig-
nal source; (e) the mobile devices’ hardware properties are
known, thus the transmission range and physical carrier sens-
ing range of a mobile device are known; (f) due to the resource
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restriction in MANET, packet padding and delay are not used.
Based on the above described abilities, the detectors can build
the one-hop traffic matrices.

2.2 Definitions

We present a formal definition of anonymity based on the
description in [8].

Definition 1 (Anonymity) Anonymity is in the state of being
not identifiable within an anonymity set V; the anonymity set
is the set of all possible entities vk ∈ V (k = 1, . . . , N ). ¥

If we consider sending and receiving of messages as the
items of interest (IOIs), anonymity may be defined as unlink-
ability of an IOI and any subject. More specifically, we can
describe the anonymity of an IOI such that it is not linkable to
any subject, and the anonymity of a subject as not being link-
able to any IOI [8]. In a communication system, we evaluate
the confidence (the level of assurance) to determine who com-
municates with whom (i.e. the source-destination relation of
a transmission) as the unlinkability measure [4].

A set of entities is represented as V. A communication
relation Xo→d is represented as a directional mapping from
o to d, where Xo→d ∈ V × V, o, d ∈ V, o is the message
source and d is the corresponding destination.

Definition 2 (Unlinkability) 1) The Anonymity set is a set
V ⊆ X containing all potential acting entities that is bounded
by a time interval ∆t. A communication relation X within ∆t
can be defined as X∆t,o→d where o, d ∈ V. (In many places,
we omit subscript ∆t to simplify the notation).
2) The sender/receiver unlinkability is measured by the prob-
ability p : o → d of successfully identifying a transmission
relation Xo→d. The probability p also represents the confi-
dence on believing the relation Xo→d.
3) Perfect unlinkability: For a given pair of entities (o, d) ∈
V, we can derive the perfect unlinkability measure for each
communication relation X as:

H(X ) = − log2 p(X ) = log2 |X |, (2)

where H(X ) is the Hartley uncertainty measure [9], and p(X ) =
1/|X | is the probability to identify the communication rela-
tion for each communication pair, such as the sender o or the
receiver d defined by Xo→d, from the anonymity set V. If we
only refer to sender unlinkability or receiver unlinkability, we
can rewrite (2) as the follows:

H(V) = − log2 p(V) = log2 |V|. (3)

¥

The equation (2) implies that the maximum unlinkability can
be achieved when the communication system is in an indis-
tinguishable state. In other words, we cannot derive the pref-
erence of one event over another. In (3), identifying a sender
or a receiver is equivalent to identifying an entity from the
anonymity set V. Thus, achieving perfect unlinkability of a
communication system is equivalent to random guessing.

If the communication party o is known, determining an-
other party is equivalent to identifying the entity within the
unlinkability set V \ {o}. In this case, the size of relation
universe X is reduced to the size of unlinkability set V \ {o}.

Definition 3 (Inclusive Set) Set V〈o,d〉 = 〈o,Λ, d〉 represents
a set of ordered sets starting by entity o and ending by entity
d, where Λ = {∀λ|λ⊆ P(V \ {o, d})}, P(V) is the power
set of V and P(V \ {o, d}) is the power set of V \ {o, d}.
Thus, V〈o,d〉 is a group of ordered sets that start from o and
end by d. We define inclusive subset relation u v V〈o,d〉, if
u = {o,µ, d} and µ⊆ Λ. ¥

In rest of presentations, we use V to represent a set, V〈o,d〉 to
represent an inclusive set, and V(s) to represent an ordered
set where the sequence is specified in s.

Definition 4 (Evidence Matrices) We define the evidence ma-
trices for a wireless network with N nodes as follows:

W|1×K = {W∆tk |k = 1, . . . ,K},
where W∆tk = (w∆tk

(i−j))N×N is a N × N square evidence

matrix during time interval ∆tk; w∆tk

(i−j) is the directional
point-to-point evidence from node i to node j (i 6= j and
i, j ∈ V) during the time interval ∆tk. w∆tk

(i−i) denotes the
amount of evidence originated from the node i and we have
the following traffic constraint:

∀j, w∆tk

(i−j) ≤ w∆tk

(i−i), where i 6= j.

The evidence w∆tk

(i−j) can be accumulative such as packet counts
(or volume), delay, etc. ¥

Definition 5 (Communication Relation Matrix) We define the
communication relation matrix as:

RtK |f(W|1×K) = (rtK

〈i,j〉)N×N , (4)

where rtK

〈i,j〉 denotes the end-to-end maximum amount of ev-
idence from node i to node j via all possible paths within
the time period confined by tK =

∑K
k=1 ∆tk. For example,

in terms of traffic volume, rtK

〈i,j〉 represents the maximum ac-
tual and deduced data traffic transmitted from node i to node
j based on the captured evidence W|1×K . RtK is derived
from a sequence of traffic matrices W|1×K by using a trans-
formation function f . The transformation function f can be
versatile and it depends on the implementation of the commu-
nication model. ¥

In evidence theory, for the universal set X, the belief mea-
sure Bel : P(X) → [0, 1] denotes the lower bound of an
unlinkability measure [5]:

Bel(V) =
∑

U⊆V

p(U) = 1−
∑

U*V

p(U), (5)

where p(U) is the basic probability assignment for the evi-
dence given in U. The belief measure in (5) denotes the lower
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Figure 1: Plausibility Measure vs. Belief Measure.
bound of an unlinkability measure. In (5), only if evidence U
is a subset of V, will it be counted as the evidence supporting
the claim V. This is intuitive since a packet delivering path
is determined in an ordered set V and it is supported by the
evidence of its sub paths.

In evidence theory (a.k.a., Dempster-Shafer theory [5]), the
dual function of belief measure function is called plausibility
measure Pl(V) : P(X) → [0, 1], which represents the upper
bound of an unlinkability measure.

Pl(V) =
∑

U∩V 6=∅
p(U) = 1−

∑

U∩V=∅
p(U). (6)

In (6), Pl(V) represents the upper-bound of an unlinkability
measure. As long as U∩V 6= ∅, U is considered as a support-
ing evidence of the claim V. It is easy to derive the relation
Pl(V) = 1−Bel(V̄) and Pl(V) ≥ Bel(V), ∀V ∈ P(X).

In general, the adversaries’ evidence measuring abilities
determine which measure is to be used. It also shows the con-
fidence of adversaries on unlinkability measurements based
on a given set of evidence. For example, if the adversary
can determine the paths relation U ⊆ V, where ∀U,V ∈
P(X), the adversary has more confidence in using the belief
measure. In Figure 1, the evidence supporting the transmis-
sion from s2 to r1 will also contribute to the evidence that
supports the end-to-end communication from s1 to d since
〈s2, r1〉

⋂〈s1, r1, r2, d〉 6= ∅. However, in belief measure this
transmission evidence will not be counted since 〈s2, r1〉 *
〈s1, r1, r2, d〉. In MANET, for example, if packet padding
is not deployed, we can be more sure of multiple hop com-
munication relations if several captured packets has the same
size when table driven anonymous MANET routing schemes
(such as [10]) are used.

In a MANET, it is difficult to determine that the unlinkabil-
ity measure is Bel measure or is Pl measure. This is because
evidence measure relies on the fuzziness of detected evidence.
In other words, the traffic detection and evidence collection
techniques determine whether the evaluation prefers either a
Bel measure, a Pl measure, or something in between. Thus,
we propose a general term BP measure that represents the
unlinkability measure which is given as follows:

Definition 6 (BP Probability Assignments)
The evidence can be weighted or added using its accumulative
form. Based on the construction in the Definition 5, we define
the following notations:

rtK

〈o,∗〉 =
∑

∀v 6=o

rtK

〈o,v〉, rtK

〈∗,d〉 =
∑

∀u6=d

rtK

〈u,d〉, rtK

〈∗,∗〉 =
∑

u 6=v

rtK

〈u,v〉.

We define the BP probability assignments for the originator
and destination pair (o, d) during the time period tK as fol-
lows:

βr(V〈o,d〉) = r〈o,d〉/r〈o,∗〉,
∑

∀d 6=o

βr(V〈o,d〉) = 1; (7)

βs(V〈o,d〉) = r〈o,d〉/r〈∗,d〉,
∑

∀o6=d

βs(V〈o,d〉) = 1; (8)

β(V〈o,d〉) = r〈o,d〉/r〈∗,∗〉,
∑

o6=d

β(V〈o,d〉) = 1. (9)

¥

BPr = (βr(V〈o,d〉))N×N , BPs = (βs(V〈o,d〉))N×N , and
BP = (β(V〈o,d〉))N×N are unlinkability probability assign-
ment matrices of receiver, sender, and system, respectively.
In the Definition 6, V〈o,d〉 represents an inclusive set (de-
fined in the Definition 3) which includes all possible subsets
u v V〈o,d〉. This requirement is realized by the f function in
Definition 5. In Section 3, we will present the construction of
f function.

Definition 7 (Body of Evidence) For the BP probability as-
signment β(V〈o,d〉) 6= 0, the set V〈o,d〉 ⊂ P(X) is called a
focal element denoted by F; B = {F , β} is called a body
of evidence, which represents the set (i.e., the set includes all
BP probability assignments) of all focal elements induced by
β. ¥

3 Evidence Theory Based Unlinkability Measure for
Mobile Ad Hoc Networks

To hide communication relations, traffic shaping technolo-
gies have been deployed and they aim to the following goals:
(a) evenly distributed traffic and constant rate management,
(b) the end-to-end packet delivery timing information is not
detectable or not distinguishable from multiple flows, and (c)
both traffic volume and timing are non-correlatable. In Inter-
net, the traffic padding and timing control are used to achieve
(a) and (b), respectively. Due to the resource constraints,
these techniques are not commonly adopted by anonymous
MANET communications [4]. In order to illustrate our pro-
posed unlinkability analytic model, we will present a packet
counting-based (or traffic volume) technique to measure three
typical unlinkability properties, i.e., the unlinkability for end-
to-end communication relations, packet forwarding paths, and
the whole MANET communication system.

3.1 End-to-end Unlinkability Measure

In [4], the author described the packet-counting traffic anal-
ysis attack. In such an attack, adversaries count the num-
ber of transmitted packets between each pair of mobile en-
tities as the communication relation evidence. We present
a generalized framework to analyze such an attack. Traf-
fic volume (or packet count) anonymity metric is defined as
follows: within a given time period ∆t, the adversary cap-
tures the traffic volume matrix W = (w(i−j))N×N , where



N is the size of the network, w(i−j) is the point-to-point
traffic captured from node i to node j. Based on the Def-
inition 5, we can derive the communication relation matrix:
RtK |f(W|1×K) = (r〈i,j〉)N×N . The transformation function
f is given as follows:

f(W|1×K)

Rt1 = W1;
for i=1 to K − 1

Rti+1 = Rti + Wi+1 + g(Wi ·Wi+1);

Function g includes the following consecutive operations:
(i) Compute the product of two matrices W′

i = Wi ·Wi+1.
The product of two one-hop traffic matrices deduce the two-
hop traffic transformation matrix.
(ii) Set the diagonal values of W′

i to 0. The diagonal of a
transformation matrix is the loop back traffic deduction (i.e.,
the same packet returns to the sender) and it should be re-
moved.
(iii) A timing threshold T and a hop-count threshold H are
used to filter out packets that travel too long and too far in
W′

i and then return W′
i.

After applying the transformation function f on the evidence
matrices W1×K , we can derive the end-to-end traffic relation
matrix RtK . Using the BP probability assignments present
in Definition 6, we can derive the communication relation
probability for any end-to-end communication relation r〈i,j〉.

3.2 Unlinkability Measure for A Path

Hartley addressed [9] that the amount of uncertainty associ-
ated with a set of alternatives can be measured by the amount
of information needed to remove the uncertainty. Under set
constructions, we can rewrite (3) for an ordered set V(s) as
follows:

H(V(s)) = log2 |V(s)|. (10)

One bit of uncertainty is equivalent to the total uncertainty re-
garding the truth or falsity of one atomic proposition. When
the Hartley function H is applied to subsets of a given uni-
versal set X, it has the form H : P(X) → R+, where R+

denotes the set of nonnegative real numbers. In this case, its
range is:

0 ≤ H(V(s)) ≤ log2 |X|. (11)

Dubois and Prade [11] proposed non-specificity in evidence
theory based on Hartley function:

N(p) =
∑

V(s)∈F
p(V(s)) log2 |V(s)|. (12)

Function N is a weighted measure by using Hartley function
for all focal elements. The weights are values of the ba-
sic probability assignments. For each focal element {V(s),
p(V(s))} ∈ B indicates the degree of evidence focusing on
V(s), while log2 |V(s)| indicates the lack of specificity of
this evidential claim. The larger the value of p(V(s)), the
stronger the evidence (in other words, the less unlinkability);
the larger the set V(s) (i.e., the longer the packet forwarding

path), the less specific the evidence (i.e., the more unlinkabil-
ity).

We denote the ordered set V(sn) where the sequence sn =
{x1, x2, . . . , xn}. Let V(s1) ⊂ V(s2) ⊂ . . . ⊂ V(sn) be a
complete sequence of nested subsets where V(sk) = {x1, x2,
. . . , xk} for k ∈ Nn. The focal elements in F are nested and
they are linearly ordered by the subset relation. Let pk =
p(V(sk)) and γk = γ(xk) for all k ∈ Nn, where γ : X →
[0, 1] is the possibility distribution [6]. Then, the n-tuples

p = 〈p1, p2, . . . , pn〉 (13)

fully characterize the basic probability assignments. Corre-
spondingly, we refer the following probability assignments as
possibility distribution:

γ = 〈γ1, γ2, . . . , γn〉. (14)

The nested structure implies that γj ≥ γj+1 for all j ∈ Nn.
That is, possibility distribution are in this formulation always
ordered and γ1 ≤ 1 in each possibility distribution. It is easy
to show that

γj =
n∑

k=j

pk. (15)

pj = γj − γj+1 (16)

for all j ∈ Nn, where γn+1 = 0. From (13) to (16), we can
derive the following assertions:

• γ1 = γ(x1) = 1 means that the packet originator x1

is always on the evaluated path. This is intuitive and
always true.

• γj is the summation of probabilities that are derived
from the evidence for the path beyond node xj .

• γj ≥ γj+1 means that the longer path will cause less
certainty of an evaluated path.

The possibility measure γ is another form of (or a transform
of) the belief measure Bel in (5). In the possibility measure,
sets are arranged in a nested manner V(s1) ⊂ V(s2) ⊂ . . . ⊂
V(sn); in the belief measure, the evidence ∀U ⊆ V con-
tributes to the measure Bel(V), however Us are not neces-
sarily to be arranged in a nested sequence. The representa-
tions between the possibility measure and belief measure are
also different: if we call the representation of belief measure a
forward notation, the representation of possibility measure is
a backward notation. For example, γ1 represents the measure
for one element (the source) in the path, but the probabilities
contributed to γ1 are from all the nested path segments (or
subsets). The last difference between the belief measure and
possibility measure is that Bel(V) ≤ 1 while γ1 = 1. The
above described properties shows that the possibility mea-
sure is very suitable for evaluating a communication path in
MANET.

Using (15) and (16), we can rewrite (12) as follows:

N(γ) =
n∑

j=1

(γ(xj)− γ(xj+1)) log2 |V(sj)|. (17)

Equation (17) is the unlinkability measure for the path speci-
fied in V(sn) = {x1, . . . , xn}.



3.3 Unlinkability Measure for an MANET
Communication System

We explore the statistical unlinkability evaluation for a com-
munication system using Shannon-like information evalua-
tions. Using evidence theory, the Shannon information theory
based solutions [12], [13] can be presented as

S(p) = −
∑

{x}
p({x}) log2 Bel({x}), (18)

where the set {x} is singleton and Bel({x}) = p({x}) is the
belief measure for each mobile node x.

To measure the MANET system uncertainty, we propose
the following MANET system unlinkability measure as fol-
lows:

E(β) = −
∑

V〈o,d〉∈F
β(V〈o,d〉) log2 β(V〈o,d〉) (19)

E(β) is a generalized function to measure unlinkability of a
given communication system in the number of “bits”. E(β)
can be reduced to Shannon measure when all evaluated sets
are singletons. However, it is more general than Shannon
measure in that it can be used to measure unlinkability for
any given communication scenarios with derived body of ev-
idence B = {F , β}. It must be noted that the key component
in our proposed unlinkability measuring approach is to col-
lect the evidence and derive the BP probability assignment
function β(·) for each evaluated communication relation (e.g.,
represented by an inclusive set). To compute the system un-
linkability, we need to take the following steps to compute
E(β):

1. Compute the traffic matrices construction based on the
Definition 4;

2. Compute the communication-relation matrix based on
the Definition 5;

3. Compute the BP probability assignments based on the
Definition 6;

4. Finally, compute (19).

4 Evaluation Model

In this section, we propose two schemes to evaluate the
performance of an unlinkability measure.

4.1 Amplification Ratio

In Definition 5, within the time period tK =
∑K

k=1 ∆tk,
we summarize the properties of the communication relation
matrix RtK as follows:
(a) RtK is a N×N square matrix, and each element rtK

〈i,j〉 > 0
represents the amount of traffic from node i to node j during
the time period tK . The diagonal of RtK is the amount of
traffic sent by node i, where ∀i, j ∈ X and rtK

〈i,j〉 ≤ rtK

〈i,i〉.
(b) rtK

〈i,j〉 is the maximum accumulative traffic from node i to
node j via all possible paths. We have the following observa-
tions:

(i) RtK
i,∗ =

∑
∀j

j 6=i
rtK

〈i,j〉 is the maximum traffic to all po-
tential receivers from node i.

(ii) RtK
∗,j =

∑
∀i

i 6=j
rtK

〈i,j〉 is the maximum traffic to one re-
ceiver j from all possible sources.

(iii) RtK∗,∗ =
∑
∀i

∑
∀j

j 6=i
rtK

〈i,j〉 is the maximum traffic among
all possible pairs.

(iv) RtK
i,i =

∑
∀i rtK

〈i,i〉 is the actual traffic transmitted in the
system.

The actual network traffic W|1×K is amplified in the pro-
cedure to derive the communication relation matrix RtK . The
amplification is due to the uncertainty in deriving the end-
to-end communication relations. In other words, the amount
of amplified information is the amount of introduced noise.
We define the ratio of the traffic amplification as a metric to
evaluate the amount of noise information to confuse the ad-
versaries. We define the following three amplification ratios:

AtK
i,∗ = RtK

i,∗/rtK

〈i,i〉 , (20)

AtK
∗,j = RtK

∗,j/αtK

〈j,j〉 , (21)

AtK∗,∗ = RtK∗,∗/R
tK
i,i . (22)

(20) is the sender amplification ratio from one source to all
possible destinations; (21) is the receiver amplification ratio
from all possible sources to one destination; (22) is the sys-
tem amplification ratio, i.e., the total deduced traffic to the
total actual traffic. For single transceiver wireless commu-
nications, an actual receiver remains silent during the trans-
mission. Here, we use αtK

〈j,j〉 to represent the actual traffic
accepted by node j which is different from the definition of
rtK

〈i,i〉. It is difficult to derive the exact actual traffic αtK

〈j,j〉 in
(21) accepted by node j. Thus, our following discussions fo-
cus on the amplification ratios defined in (20) and (22).

4.2 Measuring Diversity

Shannon information theory based unlinkability measure is
shown in (18). As shown in Definition 2, perfect unlinkability
is achieved when the communication system is in an indistin-
guishable state. That is every event X (among all N possible
events) has the same occurrence frequency 1/N . It is useful
to compare the actual unlinkability of a communication rela-
tion to its maximum achievable unlinkability. We propose to
use Kullback-Leibler divergence [7] (denoted by KL, a.k.a.,
information divergence, or information gain, or relative en-
tropy) for this purpose:

KL(BP||Q) =
∑

X

p(x) log2

bp(x)
q(x)

, (23)

where BP = (β(V〈o,d〉))N×N and bp(x) = β(V〈o,d〉) w.r.t
an arbitrary probability distribution Q = {q(x)|x = |X|}
and |X| = N . Using the property of perfect unlinkability,
we require ∀x, q(x) = 1/N . KL (a.k.a., information diver-
gence, or information gain, or relative entropy) is a natural
distance measure from a true probability distribution BP to
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Figure 2: Traffic volume: from a source node to each receiver.
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Figure 3: Traffic volume: from each source node to one destination node.

an arbitrary probability distribution Q. Typically BP repre-
sents data, observations, or a precise calculated probability
distribution. The measure Q typically represents a theory, a
model, a description or an approximation of BP. In our case,
it is the maximum unlinkability. KL measure represents the
distance from an actual unlinkability measure to the theoret-
ical maximum unlinkability that the system can provide. We
can conclude that smaller the distance is, more the unlinka-
bility provides.

5 Experiments

In this section, we use experiments to illustrate the ap-
plication of the proposed unlinkability measure to an IEEE
802.11b based MANET, as well as the use of the evaluation
model. We use Qualnet [14] to conduct the simulation study.
We perform a comparative study which includes 4 scenarios
indexed by moving speed ranges and node transmission rates
as shown in the following table.

Moving Speed
Tran. Rate 0m∼1m/s 5m∼10m/s
1Mbps/s radius=483.741m, Rev. sensitivity=93dBm
11Mbps/s radius=283.554m, Rev. sensitivity=83dBm

The simulation time period is 200 seconds. Four scenarios
follow the same simulation construction given as follows: (a)

30 wireless nodes are randomly deployed in an 800× 800m2

simulation area; (b) 15 end-to-end pairs (i.e., 2-3, 5-6, 5-7, 7-
8, 8-9, 8-10, 9-10, 10-11, 10-12, 12-13, 12-14, 14-15, 15-16,
16-17, 16-18) are randomly chosen to transmit CBR traffic,
where 10 nodes originate data frames (i.e., 2, 5, 7, 8, 9, 10,
12, 14, 15, 16) to 14 sinks (i.e., 3, 6, 7, 8, 9, 10, 11, 12, 13, 14,
15, 16, 17, 18). All other nodes are packet forwarding nodes.
(c) To derive the traffic-communication relation matrix RtK

using the transformation algorithms presented in Section 3.1,
we set the timing threshold T = 4s to filter out the packets
“travel” too long and set the hop count threshold H = 5 to
prevent the packets “travel” to many hops. In this way, we
can prevent unreasonable “long” paths.

5.1 End-to-end Unlinkability Measure

The communication-relation matrix (presented in the Defi-
nition 5) is used to derive the BP measure. r〈o,d〉 represents
the accumulated (i.e., number of packets) evidence support-
ing the end-to-end communication relation o → d. Higher
value of r〈o,d〉 represents better linkability from o to d. In (4),
the row vector represents the traffic from one sender to every
receiver (shown in Figure 2). Each curve represents the total
amount of end-to-end traffic originated from a source node
(indexed by x-axis) to each sink (indexed by the legend). The
column vector in (4) represents the traffic received from mul-
tiple senders to one receiver (shown in Figure 3). Each curve



represents the total amount of end-to-end traffic received by a
sink (indexed by x-axis) from each source node (indexed by
the legend). In these figures, we notice that the peaks can be
classified as high peaks and lower peaks. Most of high peaks
represent real packet src/dst pairs (see the high peak values
that map to the real src/dst pair list in the beginning of this
section) and the low peaks usually represent the packet for-
warding relations.

In low speed scenarios, the distances among mobile nodes
are unchanged for a relatively longer time and the path be-
tween each pair of end nodes is also stable. We find that
1Mbps case exhibits better unlinkability than 11Mbps case,
where the high peaks are easily distinguishable from low peaks.
This is because the low transmission rate has long transmis-
sion distance due to wireless signal properties. As a result, the
number of potential receivers covered by a 1Mpbs sender is
larger than an 11Mbps sender. Then the transformation func-
tion f presented in Section 3.1 will generate more deduced
traffic due to the transformation function g.

In high speed scenarios, the path changes are frequent. Thus
a forwarding node has a better chance to serve as an interme-
diate node for multiple communication sessions. In both Fig-
ure 2 and Figure 3, the 11Mbps case causes more forwarding
traffic (i.e., low peaks are a little higher) than the 1Mbps case.
This is because the higher transmission rate, the shorter trans-
mission distance, and thus the more path changes will occur.
In a summary, comparing the low speed and high speed cases,
we find that high speed will increase the unlinkability under
traffic analysis attacks.

5.2 Unlinkability Measure of a Communication Path

Using (17), we derive the path unlinkability measure for
different paths shown in Figure 4. The higher non-specificity
measure means better unlinkability. Thus, we conclude that
longer path is preferred than shorter path to achieve better
unlinkability.

00.20.40.60.8
Path Unlinkability Measure

5-> 115->11->235->11->23->65->11->23->6->25->11->23->6->2->18
Figure 4: Unlinkability Measure of One-path Communica-
tions.

5.3 Unlinkability Measure of the MANET System

Using (19), we draw the BP system measure in Figure 5.
The higher BP system unlinkability measure means better
unlinkability of the MANET system. From the figure, we
conclude that (a) the BP system unlinkability measure con-
firms our previous finding “slower transmission rate will in-
crease unlinkability”, and (b) high speed will also improve
the MANET system’s unlinkability.
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Figure 5: BP Unlinkability Measure of an MANET Commu-
nication System.
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Figure 6: Amplification Ratio.

5.4 Amplification Ratio and KL Measure

In Figure 6, amplification ratios for each source node and
the overall system have been presented. The system ampli-
fication ratio is the average of the receiver amplification ra-
tios. High amplification ratio means better unlinkability. We
notice that both receiver and system amplification ratios of
high transmission rate are lower than low transmission rate,
which means less unlinkability. This result confirms the pre-
viously studied unlinkability measure. In addition, high speed
exhibits better unlinkability than low speed.

Figure 7 is derived from the probability assignments de-
fined in (23). The smaller KL value means the closer to the
maximum unlinkability presented in the Definition 2. When
the KL measure equals to zero, the ultimate unlinkability is
achieved. The peak values of each KL curve represent that
the corresponding source nodes have worse unlinkability than
other source nodes. The high speed also reduces the KL mea-
sure value which again confirms our previously conducted
simulation studies.

5.5 Summary

We have shown how to use various unlinkability measures
to assess the unlinkability from different angles of an MANET.
In this research, the main findings are: (a) transmission rate
is one of main factors that affect the unlinkability, i.e., lower
transmission rate exhibits better unlinkability, (b) mobility is
another main factor that affects the unlinkability, i.e., high
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Figure 7: KL Measure.

speed increases the unlinkability, and (c) longer path is pre-
ferred to improve unlinkability. From the above findings, we
note that increasing unlinkability usually means reducing the
system’s performance in terms of capacity.

6 Conclusion

In this paper, we have the following observations which can
guide us in future unlinkability research:

(i) Evidence theory is a generalized information theory that
can be reduced to Shannon information theory under certain
circumstances. Compared to Shannon information theory, ev-
idence theory relies on a well founded evidence collection
mechanism. In communication systems, different scenarios
(such as protocols, hardware devices, etc.)need different ap-
propriate measuring and collecting methods.

(ii) In addition to the number of captured data frames and
timing, evidence has broader meanings, such as mobility. We
need to better exploit the uses of our model on different types
of evidence.

(iii) Validated by our simulation study, we conclude the fol-
lowing findings: (a) lower transmission rate exhibits better
unlinkability, (b) high speed increases the unlinkability, and
(c) longer path is preferred to improve unlinkability. Thus
efficient anonymous MANET communication protocols must
be devised to consider both unlinkability and QoS require-
ments.
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